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— The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a), In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)S Responsive to communication(s) filed on 30 June 2005 . 
2a)D This action is FINAL. 2b)S This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 CD. 1 1 , 453 O.G. 21 3. 
Disposition of Claims 

4) I3 Claim(s) 4-6.8.10,11,14-16, 18.20 and 53 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) Q Claim(s) is/are allowed. 

6) S Claim(s) 4-6.8. 10. 1 1. 14-16. 18.20 and 53 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) Q The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

1 1) E3 The proposed drawing correction filed on 21 October 2004 is: a)S approved b)D disapproved by the Examiner. 

If approved, corrected drawings are required in reply to this Office action. 

12) D The oath or declaration is objected to by the Examiner. 
Priority under 35 U.S.C. §§119 and 120 

1 3) [3 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 1 9(a)-(d) or (f). 

a)(3AII b)D Some*c)D None of: 

1 Certified copies of the priority documents have been received. 

2.Q Certified copies of the priority documents have been received in Application No. . 

3-D Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

14) D Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application). 

a) □ The translation of the foreign language provisional application has been received. 

15) D Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 

Attachment(s) 



1) QQ Notice of References Cited (PTO-892) 

2) Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) D Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 



4) Interview Summary (PTO-41 3) Paper No(s). 

5) □ Notice of Informal Patent Application (PTO-1 52) 

6) Q Other; 
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DETAILED ACTION 

Response to Arguments 

1 . In response to communications filed on 6/30/2005 for a request to continue examination, 
applicant amends claims 4-6, 8, 10, 11, 14-16, 18, 20, and 53. The following claims 4-6, 8, 10, 
11, 14-16, 18, 20, and 53 are presented for examination. 

1.1 Applicant's remarks, pages 7-10, filed on 6/30/2005, with respect to the rejection of 
claims 1 1 and 53 have been fully considered, but they are not fully persuasive as amended. 
Regarding the independent claims, the added limitation of determining whether the authorized 
information is contained in the authentication information is disclosed in Downs and also in 
Stefik (applicant's disclosure). Upon further consideration a new ground of rejection is made in 
view of Stefik in combination with Levy et al. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner 
and process of making and using it, in such full, clear, concise, and exact terms as to enable any 
person skilled in the art to which it pertains, or with which it is most nearly connected, to make 
and use the same and shall set forth the best mode contemplated by the inventor of carrying out 
his invention. 
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2.1 Claims 4 and 14 and the intervening claims are rejected under 35 U.S.C. 1 12, first 
paragraph, as failing to comply with the written description requirement. The claim(s) contains 
subject matter, which was not described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. Applicant's disclosure fails to recite "a distribution 
apparatus distributing the one or more pieces of content together with the attached authentication 
information in an unencrypted form and the attached authentication information in an encrypted 
form and encrypted using an encryption key, said monitoring apparatus further being operable to 
decrypt the authentication information in the encrypted form using the encryption key and to 
compare th'e decrypted authentication information with the authentication information in the 
unencrypted form to determine whether the one or more pieces of content have been distributed 
with authorization of the one or more owners". Applicant's specification, on the other hand, 
describes that only the time ED may be in the form of plaintext (see paragraph 68, and figure 3B). 

Claim Rejections - 35 USC § 103 
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
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which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

3.1 Claims 4-6, 8, 10, 11, 14-16, 18, 20, and 53 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent 6,505,160 to Levy et al in view of US Patent 5,715,403 to Stefik 
(Applicant 's Disclosure). 

3.2 As per claims 11 and 53, Levy et al. substantially discloses a distribution method, 
system and apparatus for distributing one or more pieces of content owned by one or more 
owners to one or more receivers and for determining whether the one or more pieces of content 
have been distributed with authorization of the one or more owners, comprising: for issuing to 
distributor identifier that that meets the recitation of issuing to the distributor authentication 
information (see column 5, lines 22-28; column 2, line 60 through column 3, line 10; column 4, 
lines 1-10) Levy et al. discloses that the identifier includes time stamp to allow monitoring of the 
content that meets the recitation of including time identification information indicating time of 
issuance (column 12, line 51-65 and column 13, line 15-20) and distributor identification 
assigned to the distributor, for example (column 3, lines 24-50); distributing one or more pieces 
of content via a predetermined distribution path with the authentication information attached 
thereto, for example (see column 5, lines 36-67; column 4, lines 14-33); storing a distribution 
history for each of one or more pieces of the content distributed via the predetermined 
distribution path in association with specific content identification information (column 6, lines 
2-28); and monitoring the distribution of one or more pieces of the content in the predetermined 
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distribution path to determine a validity of the content distribution based on identifier distributed 
with the content including time identification information distributed with the content and to 
determine a distribution status of the distributed content based on the distribution history, for 
example (see column 3, lines 40-48 and column 14, lines 26-35). (See also column 2, line 61 
through line 23 and column 6, lines 42-60). Levy et al discloses different scenarios and 
embodiments including various parties such as license server, distributor, broadcasting station 
and other linking servers in which these parties meet the recitation of distributing and/or 
monitoring apparatus. Levy et al suggests a scenario for enabling content owner to use 
encryption and watermark copy management formats and a server can provide the software for 
decrypting, decoding the information according to usage rules packaged with the content 
(column 6, lines 43-60), Levy et al further discloses determining a distribution status of the 
distributed one or more pieces of content based on the distribution history (column 4, line 40 
through column 5, line 16). Levy et al does not explicitly teach determining whether the one or 
more pieces of content have been distributed with authorization of the owner of the one or more 
pieces of content, interpreted as determining whether the one or more pieces of content contains 
the authentication information, based on the time identification information distributed with the 
one or more pieces of content. Stefik in an analogous art teaches a system for controlling use 
and distribution of digital works that allows the owner to attach usage rights to their work 
(abstract), a usage right is comprised of right code along with copy count condition, time 
specification for indicating time based constraints for exercising a right (column 4, lines 25-40) 
and further discloses a content distribution system for determining whether the one or more 
pieces of content have been distributed with authorization of one or more owners (column 15, 
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lines 15-31). Stefik further discloses determining whether the one or more pieces of content 
contains the authentication information, based on the time identification information distributed 
with the one or more pieces of content (see column 31, lines 5-53 and column 21, lines 35 
through column 23, line 12). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify the distribution system of Levy et al by 
controlling use and distribution of digital works that allows the owner to attach usage rights to 
their work including the step of determining whether the one or more pieces of content contains 
the authentication information, based on the time identification information distributed with the 
one or more pieces of content as taught by Stefik. One skilled in the art would have been lead to 
make such a modification because it is desirable to protect usage right of owner's digital work by 
assigning time specification and access specification to restrict the distribution and usage of 
owner's digital work, for instance, time specification may restrict the content by specifying only 
a duration to use the content, start time of distributing or accessing the content, etc. as suggested 
by Stefik (see column 31, lines 5-53 and column 21, lines 35 through column 23, line 12). 
Another advantage would be to prevent replay attack and ensure that someone is not interfering 
with the communication and the transaction as suggested by Stefik (column 27, lines 15-32). 

As per claims 4 and 14, Levy et al substantially teaches the claimed method and 
apparatus of claims 1 1 and 53. Levy et al discloses distributing the one or more pieces of 
content together with the attached authentication information in an unencrypted form (see 
column 3, line 24 through column 4, line 13). Levy et al also suggests a scenario for enabling 
content owner to use encryption and watermark copy management formats and a server can 
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provide the software for decrypting, decoding the information according to usage rules packaged 
with the content (column 6, lines 43-60). Levy et al does not explicitly explains in details 
distributing one or more pieces of content in an unencrypted form and the attached authentication 
information in an encrypted form. Stefik in an analogous art teaches a distribution apparatus 
operable to distribute a nonce in the clear and issue key for decrypting an encrypted message a 
nonce can be used to check for the owner of the message by decrypting the message and 
comparing the original nonce with the decrypted nonce (column 28, line 34 through column 20) 
that meets the recitation of the limitation of claim 4. Although Stefik uses public/private for 
additional security, a shared key could have been used as known in the art (see column 27, lines 
1-10). Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the distribution system of Levy et al to distribute the one or more 
pieces of content together with the attached authentication information in an unencrypted form 
and the attached authentication information in an encrypted form and encrypted using an 
encryption key, said monitoring apparatus further being operable to decrypt the authentication 
information in the encrypted form using the encryption key and to compare the decrypted 
authentication information with the authentication information in the unencrypted form to 
determine whether the one or more pieces of content have been distributed with authorization of 
the one or more owners. One skilled in the art would have been lead to make such a modification 
to prevent replay attack and ensure that someone is not interfering with the communication and 
the transaction as suggested by Stefik (column 27, lines 15-32). Claims 4 and 14 are also 
rejected on the same rationale as the rejection of claim 1 above. 
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As per claims 5 and 15, Levy et al discloses the limitation of wherein said distributing 
step embeds the authentication information into one or more pieces of the content using a digital 
watermarking technique, for example (see column 9, lines 39 and column 8, lines 13-30). 

As per claims 6 and 16, Levy et al discloses the limitation of wherein said distributing 
step embeds the authentication information into a distribution signal of one or more pieces of the 
content using a digital watermarking technique, for example (see column 9, lines 39 and column 
8, lines 13-30). 

As per claims 8 and 18, Levy et al. discloses the limitation of wherein each content has 
specific content identification information, said distribution apparatus further comprising: storing 
a distribution history for each piece of one or more pieces of content distributed via the 
predetermined distribution path in association with its specific content identification information, 
for example (see column 10, lines 19-67); and extracting only the distribution history associated 
with specific content by masking the distribution history with a predetermined filter, for example 
(see column 10, lines 50-67). 

As per claims 10 and 20, Levy et aL discloses the limitation of wherein each content has 
specific content identification information, said distribution apparatus being operable to store a 
distribution history for each content distributed via said predetermined distribution path 
association with its specific content identification information (see column 10, lines 19-67), and 
said monitoring apparatus causes content identification information by which said distribution 
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history can be addressed to be contained in said authentication information, for example (see 
column 2, line 61 through line 23). 



examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 



4. 



Any inquiry concerning this communication or earlier communications from the 



Carl Colin 




Patent Examiner 



September 16, 2005 




